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CC

Communication Research Centre Canada

« Research to advance efficient usage of the Radio
Spectrum

« Canadian government lab that provides long-term
technical advice for spectrum management, regulation
and policy

« Support critical wireless telecommunications operational
requirements of other government departments

« R&D collaborations to leverage CRC research
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« Why are GPS Jammers used?

e
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he big deal?

N (1.
TELECOM UTILITIES
h 20 ns -
30 ns -
T a
GOVERNMENT TRANSPORT 50 nS _

Canada’s 10 Critical Infrastructure Sectors
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o Critical Infrastructure -

2.5m - boat min requirement
(7.5ns) to enter harbour

Internet time (PTP)
aeronautical (Comms)
aeronautical (ADS-B)

electrical grid
(phase measurement)
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How frequent are jammers ?

e CRC work:

> 2011 Ottawa Highway: 2-4 jammers/day for 3 weeks

> 2012 Montreal Airport: 3-4 jammers/day for 2 weeks

> April 2017 - present Ottawa Highway: 5-8 events/day
(24/7 monitoring)

-
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NASS, Galileo)

n ry

Cumulative Core Revenue 2013-2023
Valued at approximately €2.8T, or $4.1T CAD

Rail Timing Sync
0.2% 0.1%
Surveying A Road
4.5% oa
ﬁ 38.0%
Agriculture
1.9%
i Maritime
1.1%
LBS r Aviation
53.2% —_ 1.0%

Source: European GNSS Agency (2015) GNSS Market Report, Issue 4
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r'oject Objectives

« Demonstrate near real-time geolocation of GPS Jammers
using the Time Difference of Arrival (TDOA).

« Leverage project experience as inputs into other CRC
projects

« Demonstrate a low-cost field deployable spectrum
monitoring application

X5
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System Diagrams
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I-Network in Orange
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ed Diagram — Sensor Nodes

3x Simple Node Rx Sensing with Tx Backhaul C-zc G PSIGEO Loc

#1 B200 Rx Sensing ?
FPGA  AD9361 T, 4 T

o Rx 1 1575 MHz

L1

#2 B200 Tx Backhaul |
B Rx 2 a MHz e - N
FPGA AD 9361 X2 PB*7nMHz ‘\LN
n = node# |A
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ode Setup
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Diagram — TDOA Processor Node

1x Receive TDOA Processing Node with C-zc G PSIGEO Loc
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ing Node Setup
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ibration Example

All paths = Transmitter to Sensing Node (A,B,C,D) to
Processing Node (T21)

Anode e Dnode B 2 (empirical)
Anode a Bnode = -1 (empirical)
Cnode i Anode : 0 (empirical)
Crode— Brode = (Cnode_Anode) + (Anode — Bnode) = —1

(Anode_Dnode) - (Anode - Bnode) = 3
(Cnode_Anode) + (Anode - Dnode) = 2

B node D node
Cnode_ D node

*units 200ns or 59.95 meters(65.56 yd) based on 5 MHz BW*

CcC
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onstration

GFS Jammer True
Fosition

Geolocated GPS
dammer Position

GPS Jammer “an Track

Sensor Modes, & B,C,D
Frocessing Mode: TZ21
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Processing Results ©
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aw Signal Processing +
snap to road filter ©
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C?C GpsiGeoLoc
Range Example (1.2 W)

NODES:Ncdes_AD_CD

Longitude: -75.879840

Latitude: 45.346668

Speed: 0.0 mﬁh

Altitude: 0.000000

Data Time: 381 ThuJun 9 20:15:52
Disp Time: Thu Jun 9 20:15:56
Info: banCroﬂGEoCoorm*

Nodes: DAC |

AD:1.000000 -839.437866m
CD:1.000000 -659.335876m

Directions: To heie - From here
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C'QC GpsiGeoLoc
Range Example (1.2 W)

_*Shirleys Bay
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C'QC GpsiGeoLoc
Range Example (1.2 W)

_»Dkrirleys Bay

=

Node BJ

Node C
to Fix =
1 Kkm
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C-QC GpsiGeoLoc
Range Example (1.2 W)

_-=3)irleys Bay

2N odeD

NodeB g -

< _Lwsei s Node A to Fix

T2 ea

NodeC %
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ance of Other Existing Systems

Map data ©@2014 Googlelmageny ©@2014 , Blussky: Infoterra Ltd & COWI A/, DigitalGlobe Getmapping ple

FIGURE 3. Jammer locations detected by
Signal Sentry, when jammer was driven at

50 mites per hour, north to south. Green

triangles denote sensor locations. &
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C-{C GpsiGeoLoc
Results

CRC GpsiGeoLoc
 Track route of a mobile 200mW GPS jammer

* 4 sensing nodes covering a:
450m (yd) x 300m (yd) track

« ~10 second delay, with a 0-20 meter (yd) error
CRC GPSiGeoloc Range
* Track position of mobile 1200mW GPS jammer

« Some detections at 1.4 km (0.87 mi) away,
with a ~150 meter (yd) error
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ovel Achievements: CC GPSiGeotoc

. No jammer waveform assumptions

. No time-stamping

. Local reference (27 MHz)

. Small datasets: 10MB of data per sensing node
. Less than 30 seconds calibration

. 4 to 20 seconds time to geo-locate

. Snap to Road Filter

. Low Cost $4K/sens node + $15K/proc node
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chievements: CQC GPSAware

/
< S4K_[box

. ’Ea/se‘c;f Use

. 1 second detection time

. measure actual GPS outage time
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Signal Processing and Geolocation
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Cross-correlation and Processing

« 28 number of complex samples at 5 MHz bandwidth
used for stationary assumption at highway speeds

* Overlapped cross-correlation of multiples of 8192 blocks
of complex samples

5 MHz bandwidth allows a peak resolution of 200ns
(or 59.95 meters (65.56 yd))
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Processing

120,000 *
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L4
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60,000 }
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FIGURE3 Cross-correlation output
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e Filtering

~« True correlation peak should be more common than
noise

« Only If the mode of the overlapped cross-correlations >
70 % occurrence, then it is used as node pair time
difference.
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Aultipath Mitigation

* Metric = magPeakl — magPeak?2
* Only peaks above a noise level (NL) are used.

 The NL = first peak, in descending order, which is at
most 2/3 amplitude of the previous peak.

« Peak with least delay of the two max peaks above NL

« Parabolic interpolation (valleys between peaks)
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FIGURE4 Cross-Correlation result with multiple peaks
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perbolic intersection
P

v v L
s ’ : ’ '

FIGURES Multiple Solutions due to Hyperbolic intersections Sensing
Nodes (A,B,C) are circles. Blue and black hyperbolas intersect at two
points.
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ancroft multilateration for GPS

=12+ (v, — y)*+ (z,— 2)’+b=p,

i = satellites > 3 to get (x,y,z,t) result
p; - satellite pseudorange

b = error In receiver clock

Lorentz inner product trans (2x) to solve analytically

c¢
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Bancroft multilateration
- for jammer detection

VX — %)%+ (v, — y)*+b=p,

i = sensor node = 3 to get position (Xx,y,t)
p; - jJammer pseudorange

b = error In receiver clock

Lorentz inner product trans (2x) to solve analytically
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C-QC GpsiGeoLoc
Filtering Recap

When does data get thrown out?

« Mode of all cross-correlations is < 70% of results
 Multipath: > 2 peaks above NL

« Bancroft Algorithm does not find a solution

 Snap to Road geo-located point is not possible in route

-
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C-zc GpsiGeoLoc
Future Optimization

« Overcome backhaul limitation with spread spectrum

 Upgrade Ettus SBX Daughtercard to TwinRx for X300 in
processing node (superhet better sensitivity)

* Open alternative to the Intel I.P.P.
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Thank you

Merci

Is it possible to build a low-cost system to detect and locate a single GNSS jammer in near-real time?

http://www.insidegnss.com/node/5307
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